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How does your company sHare 
files among internal employees 
and external business part-
ners? if you’re like many organizations, 
you still rely on file transfer protocol (Ftp) 
software or unsecured email attach-
ments. Both are recipes for compliance 
and data-leakage disaster.

Ftp, email attachments, system-to- 
system and other forms of unstructured 
file sharing lack the visibility, manage-
ment, auditing and reporting capability 

managed file transfer eliminates the security 
risks that antiquated ftp presents. 

necessary for data protection and 
governance. Ftp makes it challenging, if 
not impossible, to control and monitor 
system-to-system, system-to-human, 
and human-to-human file sharing.

to comply with today’s sophisticated 
security and compliance requirements, 
companies should deploy managed file 
transfer (MFt). MFt consolidates and 
centralizes file transfers to enable over-
sight, proper management, data protec-
tion, and policy enforcement.

Beyond FTP: a Next Gen  
Strategy for Secure File transfer 

s p o n s o r e d b y:



in this paper, we’ll uncover the chal-
lenges organizations of all sizes face in 
dealing with file transfers and how MFt 
provides an affordable, easy-to-manage, 
and comprehensive alternative.

the flaws of ftp
Look around your organization and 
chances are you’ll see hundreds if not 
thousands of one-off installations of Ftp. 
it’s the go-to software for users looking  
to quickly share large files or large 
amounts of files.

however, Ftp, along with email attach-
ments and other unmanaged file transfer 
methods, put your company at risk; unse-
cured data is an enormous liability.

Case in point: in 2006, Chevron went 
public with the sobering news that a 
laptop containing sensitive information 
about employees had been stolen. the 
laptop, which contained employee names, 
Social Security numbers and other private 
data, had been taken during a third-party 
audit and the oil company did not have 
controls to ensure data could not be 
transferred from it.

Chevron is just one of many companies 
forced to disclose data leakage incidents. 
From student loan companies to large 
retailers to marketing firms, companies 
have suffered reputational and monetary 
losses because of unsecured information.

a 2010 Verizon data breach study 
conducted with the U.S. Secret Service 
found that 48 percent of crimes are 
caused by insiders. another 11 percent 
involved business partners. Verizon 
reported that almost 50 percent  
of breaches occurred because of  
privilege misuse.1

the ponemon institute, in its “2010 U.S. 
Cost of a Data Breach” study, charted the 
organizational cost of a breach at $7.2 
million or $214 per compromised record. 
this is an increase from 2009, when the 
cost per record was $209.

Despite these potentially costly  
incidents, risky file transfer practices 
abound in the savviest of enterprises. 
Users often download free trials of  
Ftp software—without input from it 
—to enable immediate file sharing  
with each other and external business 
partners. Gartner reports that many 
organizations view file transfer as a 
department-level point tool.2 Companies 
wind up with a mélange of file transfer 
software programs that lie outside of  
the watchful eye of it and corporate 
governance.

“traditionally, companies have only 
focused on getting files from one point  
to another and security wasn’t consid-
ered,” says Bill Metallo, vice president 
at business integration software and 
service provider SeeBUrGer. 

the risk of this kind of practice is ampli-
fied by the number of employees, and the 
number of files being shared. Ftp itself is 
an antiquated protocol that features poor 
visibility, few controls and no regard for 
compliance. Other file transfers through 
email and core business systems have 
similar traits that can leave companies 
vulnerable to data leakage.

“they have very few mechanisms to  
physically prevent employees or 
systems from sending the wrong kind  
of data,” Metallo says.

More specifically, according to Gartner, 
most of these solutions have inadequate, 
if any, content validation before and 
after file transfer; file management with 
versioning capabilities; built-in encryp-
tion, certification and validation of data; 
or ability to route files based on policy  
or content.3

without a unified view of files being  
shipped among employees, systems 
and third parties, and control over these 
transfers, companies have no chance 
of detecting or stopping unauthorized 
behavior. Dealing with myriad file transfer 
modes also makes forensics investiga-
tions after an incident a cumbersome 
and costly event.

Ftp also poses significant challenges 
for the numerous global, federal, state 
and industry mandates applied to most 
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automated provisioning tools ensure that 
MFt platforms can scale with a compa-
ny’s user base and systems. For instance, 
administrators can instantly add, update 
and maintain endpoints across the 
enterprise and trading partner operations. 
Being able to do so quickly and with ease 
prevents users from seeking risky alterna-
tives such as trial Ftp software.

MFt caters to the high-performance 
nature of the enterprise with speedy 
file transfers. SeeBUrGer’s trademark-
pending peer-to-peer technology 
prevents the MFt server from becoming 
a bottleneck and avoids user frustration 
and disrupted transfers. there are no 
more dropped connections as the solu-
tion offers checkpoint and restart capa-
bilities, ensuring maximum productivity.

SeeBUrGer BiS consumes less band-
width and overhead than legacy solu-
tions, boosting user uptime and lowering 
over all costs. 

ease of provisioning and fast transfers 
are building blocks for the main attribute 
of SeeBUrGer BiS: security. the MFt 
platform is laser-focused on data loss 
prevention, featuring comprehensive 
processing, visibility and management 
of all data exchanges between trading 
partners. Fragmented, ad hoc practices 
are replaced with practices that are 
standardized, secure and automated. 
Because these capabilities are built 
in, companies instantly can support 
best practices for governance, policy 
management and data loss preven-
tion. For instance, the BiS validates 
content before and after file transfer; 
monitors enterprisewide user activity, 
system utilization, scheduling, receipts, 
and routing; has onboard encryption, 
certification and validation of data; and 
provides centralized analytics. 

Using rules-based routing and workflow 
routines, organizations can automatically  
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“MFt establishes the right levels of 
security to address different degrees of 
risk,” Metallo says. in fact, a SeeBUrGer 
survey found that more than 80 percent 
of respondents said their investment in 
MFt is driven by data security, including 
protecting sensitive business-to-business 
data transfers and preventing data loss. 
More than 70 percent cited the need for 
internal and external compliance as well 
as a strong audit trail.

at its core, MFt is a business integra-
tion and collaboration platform that 
enables companies to move files among 
employees, systems and trusted business 
partners in a secure, compliant and effi-
cient manner. this platform can be woven 
into business processes, email systems, 
data loss prevention engines, business 
process management applications and 
erp systems.

according to Gartner, most MFt offerings 
feature secure, reliable communications, 
checkpoint/restart and DMZ security. 
the research firm encourages companies 
to look deeper for “more differentiated 
features such as visibility, manageability, 
monitoring, enforcement, measuring, 
provisioning and validation as the main 
criteria for comparing and contrasting 
MFt solutions from different vendors.”5

companies. “how do you pass an audit  
or address a potential security breach 
with old scripted Ftp? You just can’t,” 
Metallo says. 

a decentralized file transfer approach not 
only jeopardizes human-to-human data 
sharing but also system-to-system and 
system-to-human interactions. Compa-
nies tend to use disparate point products 
that don’t integrate between applications, 
resulting in a tangle of complexity and 
management headaches for it.

a centralized and  
consolidated system
Gartner, in a 2010 report on MFt and  
governance, recommends looking for 
“MFt solutions that can help establish 
and maintain SLas, can be part of gover-
nance policies and processes, and offer 
the ability to scale and integrate into 
existing infrastructure and applications 
(such as an email environment).”4

Companies large and small can benefit 
from adopting an MFt strategy such as 
SeeBUrGer’s Business integration Suite 
(BiS), which allows it teams to centrally 
manage, monitor, audit and report on file 
transfers across all critical applications.

MFt gracefully closes the gaps that Ftp, 
unsecured email attachments, and other 
data transfer methods leave wide open. 
MFt is a versatile technology that can be 
deployed as stand-alone software, inte-
grated into other business applications,  
or delivered as a hosted service. 

MFt technology is engineered to handle 
the changes in file transfers over the 
years, including file size and volume  
and need for increased levels of protec-
tion. enterprises are sharing video,  
audio, graphics and presentation 
files among a broader range of users, 
requiring more sophisticated and more 
secure transfer tools.

MFT consolidates  
and centralizes file 
transfers to enable 
oversight, proper 

management, data 
protection, and  

policy enforcement.



apply universal, role-based policies 
to sensitive and confidential informa-
tion. this granularity protects human-
to-human, system-to-system, and 
system-to-human transfers. MFt also 
enables companies to gather a complete 
audit trail of all data exchange activity, 
including records of message transac-
tions and users. 

BiS’s lightweight, sustainable infrastruc-
ture overcomes unreliable network 
connections and guarantees data 
transfers outside the firewall. Such 
cohesive and extensive coverage means 
that enterprises can securely widen the 
ecosystem of transfer partners.

For instance, if a user tries to send a 
profit-and-loss statement to an unauthor-
ized user outside of the organization,  
the BiS email plug-in would intervene. 
First, it would stop the message and then 
make the user go through a separate 
process to properly approve and register 
the recipient.

For it, MFt presents an opportunity for 
time and cost savings. Built on open 
standards, the automated BiS enables 
it to utilize existing staff. all sending, 
protecting and tracking of files are based 
on business policies carried out through 
email clients or a secure web portal, 
ridding it of manual work and the need 
for dedicated it staff.

mft in action
Leading enterprises enjoy the risk reduc-
tion that SeeBUrGer BiS MFt platform 
provides. For instance, a diversified global 
automotive supplier with locations in 
more than 25 countries on five continents 
improved security and cut time and band-
width costs by replacing its legacy Ftp 
servers with secure MFt.

an independent power company has 
been able to improve communications 
with suppliers thanks to the security 
within SeeBUrGer’s managed MFt solu-
tion and award-winning business integra-
tion platforms. authorized suppliers now 
receive email notification of incoming 
reports and the power company is 
alerted when reports are read. Being  
able to track receipt of data is critical  
in the energy industry.

an international car manufacturer uses 
SeeBUrGer’s managed MFt service to 
deliver a reliable and safe web-based 
solution to transfer documents, espe-
cially large files, between internal user 
groups and external partners. the 
company appreciates being able to 
provide a policy-driven environment  
that is auditable. 

“Security is at the top of most CiOs’ worry 
list,” Metallo says. “having the consoli-
dated manageable view that SeeBUrGer 

BiS offers for all data transfers would 
certainly help them sleep better at night,” 
he says.

getting started with mft
Moving from legacy Ftp to managed file 
transfers is not as challenging as it may 
seem. here are some simple steps:
1. take an inventory of the Ftp and 

other file transfer methods in use in 
your organization. Check what’s in use 
by end users and applications.

2. map out various scenarios where 
files are or could be securely trans-
ferred. Consider human-to-human, 
system-to-system, and system-to-
human exchanges.

3. list all the compliance demands 
that you fall under, including global, 
federal, state and industry laws. Match 
those mandates to specific policies 
you’d have to enforce.

4. look for a tool that lets you securely 
manage all of these transfer scenarios 
through a single console. Make sure it 
can integrate with your email and core 
business systems. also compare its 
policy enforcement capabilities to your 
data protection requirements. n
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80 percent of  
respondents said 

their investment in 
MFT is driven by data 

security, including 
protecting sensitive 

business-to-business 
data transfers and 

preventing data loss.
SEEBURGER survey
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